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o If sinkhole affects structures or critical infrastructure, operations may be interrupted
Property, Facilities, Infrastructure
o Critical infrastructure, including structures and roads, may be affected or damaged
causing disruption

Environment
o Sinkholes are part of the natural environment, but there may be damage to some natural
spaces from a sinkhole; for example, a public park may be damaged and result in closure
Economic Condition
o Sinkhole damage repair can be very expensive, so a sinkhole may have a significant
negative impact for the property owner; a sinkhole would likely not affect the economy
of a community

Public Confidence in Jurisdiction’s Governance

o [If there is an increase in sinkhole occurrences and the government does not address the
issue, the public may become concerned about what would happen if a sinkhole were to
affect their property.

6. 2018 LMS Integration

An analysis of all 67 Florida County LMS Plans and their individual geological hazard rankings is shown
below. Only 6 counties profiled Landslides as a hazard and ranked it as a low-risk. 11 counties considered
sinkholes to be a high risk hazard to their jurisdiction.

Landslides

Only six jurisdictions identified landslides as a hazard in their LMS and they were ranked as low-risk. The
other 61 LMS plans did not identify landslides as a hazard. Therefore, a map was not created to
demonstrate this information.

Sinkholes

Based on the LMS plans, Figure 86 displays the jurisdictional rankings for the sinkhole hazard. Not all
counties have identified sinkholes as one of their hazards.

High-risk Jurisdictions: 11
Medium-High-risk Jurisdictions: 0
Medium-risk Jurisdictions: 14
Low-risk Jurisdictions: 26

Not identified Jurisdictions: 16
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to sinkhole occurrences. Listed below are the counties that have areas designated in the FDEP report as
either Favorable, More Favorable, or Most Favorable. Some counties are listed in all three of the sections.
Please note that the counties are listed alphabetically, not by level of risk.

s  Counties with areas that are “Favorable”
o Alachua, Bay, Bradford, Brevard, Calhoun, Citrus, Columbia, Dixie, Flagler, Franklin,
Gadsden, Gilchrist, Hamilton, Hernando, Hillsborough, Holmes, Jackson, Jefferson,
Lafayette, Lake, Leon, Levy, Liberty, Madison, Marion, Orange, Osceola, Pasco, Pinellas,
Polk, Putnam, Seminole, Sumter, Suwannee, Taylor, Union, Volusia, Wakulla, Walton,
Washington

¢ Countjes with areas that are “More Favarable”
o Alachua, Calhoun, Citrus, Columbia, Dixie, Gadsden, Gilchrist, Hamilton, Hernando,
Hillsborough, Holmes, lackson, Jefferson, Lafayette, Leon, Levy, Madisan, Maricn, Pasco,
Pinellas, Polk, Sumter, Suwannee, Taylor, Union, Wakulla, Walton, Washingten
s Counties with areas that are “Most Favarable”
o Alachua, Bay, Calhoun, Citrus, Columbia, Dixie, Franklin, Gilchrist, Hamilton, Hernando,
Hillsborough, Holmes, Jackson, Jefferson, Lafayette, Lake, Leon, Levy, Madison, Marion,
Orange, Pasco, Pinellas, Polk, Putnam, Seminole, Sumter, Suwannee, Taylor, Union,
Volusia, Wakulla, Walton, Washington

No loss estimation was conducted. The map shows the geologic favorability for the development of
sinkholes, Since this is such an imprecise method of identification, a loss estimation would not have been
useful for these purposes.

8. Vulnerability Analysis and Loss Estimation, of State Facilities

The Enhanced SHMP is required to evaluate the vulnerability and estimate potential losses regarding the
State and its facilities across the state. The Gi5 team used the database of all state facilities and their
values to provide the loss estimation data.

Landslides
Flerida is not vulnerable to landsiides so no vulnerability analysis or loss estimation will be conducted.

Sinkholes

H o

State facilities within the areas marked as “favorable,” “more favorable,” and “most favorable,” may be
vulnerable to damage due to sinkhole development. The state facility GIS layer was not layered with the
sinkhole favorability map above because of the imprecise nature of the favorability map. The data
shows the geologic favorability for the development of sinkholes and therefore is not useful to
determine whether ar not a state facility is actually vulnerable. Furthermore, a loss estimation was not
conducted because it would not have been useful for risk assessment purposes because of the imprecise
method of identification of areas favorable for sinkhole development.
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9. Overall Vulnerability

Each category was given a number and when all 5 categories are added together, the overall
vulnerability is a number between 5 and 15.

Based on the Frequency, Probability, and Magnitude summary, the Overall Vulnerability of this hazard
was determined to be Medium, with a score of 10.
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Winter Storm and Freeze Hazard Profile

1. Winter Storm and Freeze Description

Severe winter weather includes extreme cold, snowfall, ice storms, winter storms, and/or strong winds,
and affects every state in the continental United States, Areas where such weather is uncommon, such as
Florida, may experience a greater impact on transportation, agriculture, and people from relatively small
events compared to ather states that experience winter weather more frequently.

Winter storm formation requires below-freezing temperatures, moisture, and lift to raise the moist air to
form the clouds and cause precipitation. Lift is commonly provided by warm air colliding with cold air
along a weather front. These storms move easterly or northeasterly and use both the southward plunge
of cold air from Canada and the northward flow of moisture from the Gulf of Mexico to produce ice, snow,
and sometimes blizzard conditions. These fronts may push deep into the interior regions, sometimes as
far south as Florida. The National Weather Service will issue Frost Advisories, Wind Chill Advisories,
Watches or Warnings, along with Freeze and Hard Freeze Watches and Warnings when cold weather
threatens an area.

Frozen Precipitation: Snow, Sleet, and Freezing Rain

As a hazardous winter weather phenomena, the National Weather Service (NWS) defines a Winter Storm
a weather event with accumulating frozen precipitation such as snow, sleet, and/or freezing rain.

¢ Snowfall: steady fall of snow for several hours or more. Heavy snow is defined as either a snowfall
accumulating to 4 inches in depth in 12 hours or less, or snowfall accumulation to 6 inches or
more in depth in 24 hours or less.

o Sleet: pellets of ice composed of frozen or mostly frozen raindrops or refrozen partially melted
snowflakes. Heavy sleet is a relatively rare event defined as the accumulation of ice pellets
covering the ground to a depth of 0.5 inch or more.

In states such as Florida, where even the smallest accumulations can cause impacts, lower thresholds are
typically used to define significant winter storms and the issuance of Winter Storm Warnings. This is
because of a lower capacity to respond to winter storm events,

In Morth Florida, a Winter Storm Warning is issued when greater than 1" of snow and/or sleet is expected
to fall. For Central Florida, any snow or sleet amount aver a 1/2" is considered a Winter Storm. An Ice
Storm is when ice accumulates on the ground, vegetation, and power lines. Freezing Rain falls as liquid
rain, but then freezes on contact with surfaces when the air temperature is below freezing. A Winter
Storm Warning is issued in North Florida for ice accumulations over 1/4", This amount is often when trees
and power lines begin to feel the weight of the ice. Ice accumulations are usually accumulations of 0.25
inches or greater across the country; however, amounts as little as 0.1 inch in Florida have significant
impact on transportation, special needs populations, and agriculture and livestock throughout the state.
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January 21-22,
2009

Frost/Freeze;
Extreme Cold

Statewide

1 death; $61.55 million in crop
damages.

February 5, 2009

Extreme Cold

Broward County

1 death; crops were damaged by
the cold.

lanuary 2, 2010

Frost/Freeze

Lake, Volusia, Orange,
Okeechobee, Brevard,
Indian River, St. Lucie,
Seminole, Martin, and
Osceola counties

Estimated 514.5 million in crop
damages.

January 4, 2010

Extreme Cold

Broward County

1 death.

January 9, 2010

Extreme Cold

Brevard, Volusia, Orange,
Putnam, Marion, Flagler,
Seminole, Lake, and Miami-
Dade counties

1injury and 1 death; sleet and
snow, freezing rain mixed with a
band of light rain from
Kissimmee to Palm Bay
northward; a slight accumulation
of mixed precipitation occurred
on vehicles, pool screen
enclosures, and plants,

January 10-11,
2010

Frost/Freeze

Collier, Miami-Dade,
Hernando, Levy, Polk, Pasco,
Citrus, Hillsborough, Hardee,
Desato, Charlotte, Sumter,
Highlands, Manatee,
Sarasota, and Lee counties

Over $648 million in crop
damages and $3 million in
property damage.

February 26, 2010

Frost/Freeze

Levy, Hernando, Citrus,
Sumter, Highlands, Pasco,
Manatee, Polk,
Hillsborough, Hardee,
Desoto, Charlotte, Sarasota,
and Lee counties

Estimated $8.86 million in crop
damages.

December 14-15,
2010

Frost/Freeze

Hernando, Hardee,
Sarasota, Hillsborough, Levy,
Sumter, Citrus, Pasco,
Desoto, Manatee, Polk,
Highlands, Charlotte, and
Lee counties

Estimated $41.23 million in crop
damages.

December 27-28,
2010

Frost/Freeze

Indian River, Osceola,
Seminole, Lake, Brevard,
Volusia, Okeechobee,
Orange, Martin, St. Lucie,
Palm Beach, Collier, Miami-
Dade, and Broward counties

Estimated $300,000 in crop
damages; temperatures stayed
below freezing for up to 12 hours
over the Nature Coast with hard
freeze conditions for up to 10
hours; central Fiorida had around
8 hours of freezing temperatures
with as many as 4 hours of hard
freeze conditions; southwest
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o Roads and highways are most vulnerable to the effects of winter storms. Roads frequently
become iced over, resulting in accidents, injuries, deaths, and traffic congestion. Roads
can be heavily damaged due to winter weather events. Potholes and cracks can be found
on roadways after a winter weather event, resulting in the need for repairs, causing
further economic losses to the local area.

o Electrical transmission lines are highly vulnerable to severe winter weather. Trees
frequently fall due to the extra weight of ice accumulating on branches. Trees falling on
nearby power lines cause disruption of power service, which results in additional costs for
repairs and maintenance.

o Other impacts resulting from winter storms include damage to plumbing, sewers, and
waterlines, as well as minor roof damage and house fires resulting from portable heaters.

s Environment

o Loss or damage to environment, including green spaces, habitats, species because of cold

weather, winter weather, and/or frost/freeze events.
*  Economic Condition

o Loss or damage to crops because of freezes result in the loss of tens and sometimes
hundreds of millions of dollars. This affects individual farmers and industries, such as the
citrus industry in Florida.

o During a winter storm and the days that follow, many people do not travel due to the
road conditions. The absenteeism of workers affects the economy.

*  Public Confidence in the Jurisdiction’s Governance

o Ahigh number of motor vehicle accidents, school closures, power outages, or injuries and
deaths may cause the public to believe that the government did not adequately prepare
for the incident.

@]
6. 2018 LMS Integration

An analysis of all 67 Florida County LMS Plans and their individual winter storms or freeze hazard rankings
is shown below. While 2 counties considered winter storms to a high risk in their county, 26 counties did
not identify winter storms as a hazard. More counties identified Freezes as a hazard to their jurisdiction,
with 8 considering freeze to be a high risk hazard and only 17 counties did not identify freeze as a hazard.

Winter Storms

Based on the LMS Plans, Figure 89 displays the jurisdictional rankings for the winter storms hazard. Not
all counties have identified winter storms as one of their hazards.

* High-risk Jurisdictions: 2

*  Medium-High-risk Jurisdictions: 5
*  Medium-risk Jurisdictions: 14

* Low-risk Jurisdictions: 20

+ Not identified: 26
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an effort to determine the state’s overall vulnerability. However, winter storms—similar to droughts—
usually do not cause direct structural damage to facilities.

9, Qverall Vulnerability

Each category was given a number and when all 5 categories are added together, the overall vulnerability
is a number between 5 and 15.

Based on the Frequency, Probability, and Magnitude summary, the Overall Vulnerability of this hazard
was determined to be Medium, with a score of 9.
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Seismic Event Hazard Profile

1. Seismic Event Description

A seismic event, or an earthquake, is a sudden, rapid shaking of the earth caused by the breaking and
shifting of rock beneath the earth's surface that creates seismic waves. This shaking can cause buildings
and bridges to collapse; disrupt gas, electric, and phone service; and sometimes trigger landslides, and
tsunamis or indirectly cause flash floods or fires.

Measures

Earthquakes are measured in two ways, by magnitude and by intensity. Magnitude is defined as one
number, while intensity varies based on what is experience in a specific location.

The magnitude is measured on the moment magnitude (Mw) scale and measures how much energy is
released from a seismic event, such as the amount of rock movement and the area of the fault or fracture
surface. The moment magnitude scale ranges from 0 to 10 and each increase in number is about 32 times
greater than the previous number.

Table 53: Moment Magnitude Scale

"Magnitude Scale (Mw)
9
Great earthquake; near total destruction,
massive loss of life
8
Major earthquake; severe economic impact;
large loss of life
7
Strong earthquake; damage in the $ bilfions;
loss of life
6
Moderate earthquake; Property damage
5
Light earthquake; some property damage
4
Minor earthquake; felt by humans
3
2
1
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The intensity of earthquakes is measured using the Modified Mercalli {MM) Intensity Scale, which
attributes a number to the level of effects that people experience and the damages that are likely. The
intensity scale consists of a series of certain key responses such as people awakening, movement of
furniture, damage to chimneys, and finally - total destruction. The scale is composed of 12 increasing
levels of intensity that range from imperceptible shaking to catastrophic destruction, and is designated by
Roman numerals. It does not have a mathematical basis; instead, it is an arbitrary ranking based on
observed effects.

The Modified Mercalli Intensity value assigned to a specific site after an earthquake has a more meaningful
measure of severity to the nonscientist than the magnitude. Being far from the epicenter of an earthquake
would mean people and structures experience a lower intensity, so the MM value would be lower.
Whereas being close to the epicenter of an earthquake would have a higher MM value because people
and structures would experience a higher intensity. Structural engineers usually contribute information
for assigning intensity values of VIl or above. The Modified Mercalli Intensity Scale is shown below.

Table 54: Modified Mercalli Intensity Scale

o - Modified Mercalli Intensity’ Scale’ N
1 Not feIt except by a very few under especially favorable condltlons
Ii. Felt only by a few persons at rest, especially on upper floors of bulldings.

LIt Felt quite noticeably by persons indoors, especially on upper floors of buildings. Many
people do not recognize it as an earthquake. Standing motor cars may rock slightly.
Vibrations similar to the passing of a truck. Duration estimated.

V. Felt indoors by many, outdoors by few during the day. At night, some awakened.
Dishes, windows, doors disturbed; walls make cracking sound. Sensation like heavy
truck striking building. Standing motor cars rocked noticeably,

V. Felt by nearly everyone, many awakened. Some dishes, windows broken. Unstable
objects overturned. Pendulum clocks may stop.

VL. Felt by all, many frightened. Some heavy furniture moved; a few instances of fallen
plaster. Damage slight.

Vil Damage negligible in buildings of good design and canstruction; slight to moderate in

well-built ordinary structures; considerable damage in poorly built or badly designed
structures; some chimneys broken,

VIl Damage slight in specially designed structures; considerable damage in ordinary
substantial buildings with partial collapse. Damage great in poorly built structures. Fall
of chimneys, factory stacks, columns, monuments, walls. Heavy furniture overturned.
IX. Damage considerable in specially designed structures; weli-designed frame structures
thrown out of plumb, Damage great in substantial buildings, with partial collapse.
Buildings shifted off foundations.

X. Some well-built wooden structures destroyed; most masonry and frame structures
destroyed with foundations. Rails bent.

Xl. Few, if any {(masonry) structures remain standing. Bridges destroyed. Rails bent
greatly.

XL Damage total. Lines of sight and level are distorted. Objects thrown into the air.
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Frequency

This hazard was determined to occur about every 50-100 years, giving it a Frequency ranking of Not
Likely.

Magnitude

This hazards fnjuries and Deaths Magnitude was determined to be Low, meaning no injuries or deaths
are recorded.

This hazards /nfrastructure Magnitude was determined io be Low, meaning little to no damage to
property occurs,

This hazards Eavironment Magnitude was determined to be Low, meaning littie to no damage to the
environment occurs.

Potential Effect of Climate Change

Climate change is not expected to affect the occurrence or magnitude of seismic events in Florida.

2. Geographic Areas Affected by Seismic Events

Seismic activity is rare in Florida and no earthquakes have had an epicenter in Florida. This is because
there are no documented active faults in the State. Shaking felt in Florida comes from earthquakes either
in the Gulf of Mexico, the Caribbean, or from the small fault line that is northeast of the State near
Charleston, South Carolina.

Below is a map of fault lines in the southeast US. The map shows that there are not any known fault lines
in Florida and that any seismic activity felt in Florida is likely from the faults to the north, west, or south.
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s Property, Facilities, Infrastructure
o Some windows may be shattered fram a large earthquake that sends shocks and shaking
to Florida, but this is very unlikely
¢ Environment
o Unlikely to impact the environment
s Economic Condition

o Unlikely to impact the economy
» Public Confidence in Jurisdiction’s Governance
o Unlikely to impact the public confidence in the jurisdiction’s governance

6. 2018 LMS Integration

An analysis of all 67 Florida County LMS Plans and their individual seismic hazard rankings is shown below.
Only 13 counties profiled Seismic Events as a hazard and all ranked it as a low-risk hazard.

Earthguakes

Based on the LMS plans, Figure 93 displays the jurisdictional rankings for the earthquakes hazard. Not all
counties have identified earthquakes as one of their hazards.

» High-risk Jurisdictions: 0

s  Medium-High-risk Jurisdictions: 0
¢  Medium-risk Jurisdictions: 0

s  Low-risk Jurisdictions: 13

s Not identified Jurisdictions: 54
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8. Vulnerability Analysis and Loss Estimation, of State Facilities

The Enhanced SHMP is required to evaluate the vulnerability and estimate potential losses regarding the
State and its facilities across the state. The GIS team used the database of all state facilities and their
values to provide the loss estimation data.

Similarly to the jurisdiction vulnerability and loss estimates, state facilities have a low vulnerability to
seismic events and there are minimal to no losses expected.

9. Qverall Vuinerability

Each category was given a number and when all 5 categories are added together, the overall
vulnerability is a number between 5 and 15.

Based on the Frequency, Probabkility, and Magnitude summary, the Overall Yulnerability of this hazard
was determined to be Low, with a score of 5.
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o If a major tsunami were to occur in Florida and response and recovery efforts were not
fast enough, the public may lose confidence in the jurisdiction’s governance

6. 2018 LMS Integration

Mitigate FL focused on producing a statewide vulnerability analysis based on estimates provided by the
Local Mitigation Strategies {LMS}. With 67 multi-jurisdictional Local Mitigation Strategy plans, the local
risk assessment data provided a solid baseline for the overall state vulnerability analysis. For counties that
analyzed tsunamis, all reported low vulnerability and many included the analysis within the “Storm Surge”
or “Coastal Flooding” portion of their plan. Due to this fact, it was not possible to acquire a vulnerability
score for each county. Cnly Santa Rosa and Indian River counties identified Tsunami as a hazard in thelr
LMS.

7. Vulnerability Analysis and Loss Estimation, by Jurisdiction

The Enhanced SHMP is required to evaluate the vulnerability of jurisdictions and estimate potential losses
for each hazard. Below is the Vulnerability analysis and Loss Estimation of the state, by lurisdiction, to
Tsunamis.

Historically, large-scale tsunami events have not been a major threat to the Siate of Florida; however, that
exposure has increased as more people move into the state in areas of close proximity to the coast,

Approximately 33 percent of the total state population lives within 20 miles of the coast, and that number
is increasing. The majority of the state’s residents are not educated on the warning signs or effects of a
tsunami and would be put at a higher risk of exposure should a large-scale event occur.

The original plan did not perform a loss estimate on a statewide level for tsunamis, In the past, starm
surge or coastal flood data was used in place of tsunami data because tsunami data was unavailable. The
Florida 2018 Hurricane Exercise included an inject event that was an earthquake, which caused a landslide
in the Gulf of Mexico, which caused a tsunami to affect the Gulf Coast of Florida. When the GIS and
Meteorology team analyzed this hypothetical scenario, it was determined that the past assumption that
storm surge or coastal flood data could be used as an equivalent of tsunami data was incorrect. As
explained above, tsunami data for Florida is not available because NOAA has not yet completed the
models.

8. Vulnerability Analysis and Loss Estimation, on State Facilities

The Enhanced SHMP is required to evaluate the vulnerability and estimate potential losses regarding the
State and its facilities across the state. The GIS team used the database of all state facilities and their
values to provide the loss estimation data,

In the past, storm surge or coastal flood data was used in place of tsunami data because tsunami data was
unavailable. The Florida 2018 Hurricane Exercise included an inject event that was an earthquake, which
caused a landslide in the Gulf of Mexico, which caused a tsunami to affect the Gulf Coast of Florida. When
the GIS and Meteorology team analyzed this hypothetical scenario, it was determined that the past
assumption that storm surge or coastal flood data could be used as an equivalent of tsunami data was
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incorrect. As explained above, tsunami data for Florida is not available because NOAA has not yet
completed the models.

9. QOverall Vulnerability

Each category was given a number and when all 5 categories are added together, the overall
vulnerability is a number between 5 and 15.

Based on the Frequency, Probability, and Magnitude summary, the Overall Vulnerability of this hazard
was determined to be Low, with a score of 5,
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The identification of critical transportation infrastructure requires consideration of Federal, State,
regional, and local jurisdictions, their interests and a variety of hazards. At the national level, critical
infrastructure in each of the four subsectors—aviation, maritime, surface, and postal and shipping—
contribute to national security, economic stability, and public health and safety. At the regional, State,
and local levels, the necessity of infrastructure is primarily determined by the business, lifestyle, and
emergency needs of the community.

To secure transportation systems from risks such as natural disasters and man-made threats, states can
conduct assessments of physical, human, and cyber elements of critical infrastructure. Risks to critical
transportation infrastructure include natural disasters as well as manmade physical and cyber threats.
Man-made threats include terrorism, vandalism, theft, technological failures, and accidents. Cyber threats
to the Sector are of concern because of the growing reliance on cyber-based control, navigation, tracking,
positioning, and communications systems, as well as the ease with which actors can exploit cyber systems
serving transportation. While engineered hazards such as road curve geometry can be addressed through
design, hazards such as terrorist attacks and extreme weather can be difficult to predict and mitigate.

Terrorfsm

Terrorist attacks, whether physical or cyber, can significantly disrupt vital transportation services and
cause long-term sociological and economic consequences. The risk of a terrorist attack on transportation
infrastructure is typically assessed using attack scenarios to evaluate the threats, vulnerabilities, and
conseguences. Transport vehicles are abundant, moving virtually unnoticed within industrial locations
and major population centers; across borders; and in the case of mail and express package services, to
nearly every household, business, and government office in the country. As seen on September 11, 2001,
modes of transpertation, such as airplanes, can be used as the weapons themselves. The very nature of
the transportation enterprise is to be open, efficient, and accessible which can make it a target for terrorist
attacks, For more on terrorism please see the Terrorism Incidents Profile on page 367.

Natural Disasters and Extreme Weather

Global transportation infrastructure today is confronted with significant vulnerabilities, including the
evolving threats of our changing climate. Naturai disaster risks to Florida transportation systems include
wildfires, flooding, severe storms, tropical cyclones, and drought, afl of which have the potential for
widespread disruption of transpartation services. Risks from natural disasters have a varying regional or
local relevance because of prevailing weather patterns, geological trends, topographical features, and
population density.

In Florida, heavy rainfall events can disrupt transportation services and damage infrastructure and
facilities. During or following periods of heavy rainfall, inundation and washouts can block transportation
routes, damage facilities, and interrupt power supplies. Tropical cyclones can damage critical
infrastructure such as roads and bridges causing delays in critical response, services, and the ability to
move throughout the state. Tornados have similar effects while also creating dangerous situations with
people on the roads,

Fog

Fog is a cloud form at the surface of the earth made of tiny water droplets suspended in the air. The
greatest problem with fog is visibility. Heavy fog is defined as visibility below one quarter of a mile. A
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o Potential damage to infrastructure and public transportation programs
o Shutting down affected highways, railways, airports, etc.
» Environment
o Hazardous material spills
o Pipeline burst/leak
s+ Economic Condition
o Cost for repairs and down time.
o Could cause loss in revenue or wages.
= Loss in shipping revenues.
& |oss of tourism.

» Public Confidence in Jurisdiction’s Governance
o Citizens may lose trust in particular public transportation services.
o Tourists may reconsider visiting Florida.

6. 2018 LMS Integration

The following counties profile Transportation Incidents:

s Brevard

» Collier

s Glades

s Hendry

» Indian River
* lee

* leon

* Martin

e Oscecla

¢ Palm Beach
+  Pinellas
s  Seminole

7. Vulnerability Analysis and Loss Estimation, by Jurisdiction

Due to the nature and unpredictability of technological hazards, all property and infrastructure in the
State of Florida is at risk to these events. Large counties and those with significant tourism are particularly
at risk. Counties with large transportation hubs such as airports or ports are also at a higher risk.
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8. Vulnerability Analysis and Loss Estimation of State Facilities

Due to the nature and unpredictability of technological hazards, all praoperty and infrastructure in the
State of Florida is at risk to these events, Large transportation hubs such as airports or ports are at a
higher risk.

Though Florida recognizes that state facilities are vulnerable to transportation incidents, there is a lack
of data to quantify the vulnerability of facilities to these hazards compared to natural hazards.

9, Overall Vulnerability

Each category was given a number and when ali 5 categories are added together, the overall
vulnerability is a number between 5 and 15.

Based on the Frequency, Probahility, and Magnitude summary, the Overall Vulnerability of this hazard
was determined to be High, with a score of 13,
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There are many causes of a data breach or a cyber-incident. A cyber incident could be a malicious attack
or it could stem from a system glitch or human error. In 2014, the average cost of a data breach to an
organization in the United States was $6.53 million.”** With so much at stake, it is important to be
prepared for a cyber-incident, Cyber Preparedness is defined as the process of ensuring that an agency
has developed, tested, and validated its capability to protect against, prevent, mitigate, respond to and
recover from a significant cyber incident.”?

Though a cyber-incident is different than traditional hazards, all phases of emergency management are
still applicable. For instance, Mitigation, Prevention, and Preparedness occur before a cyber-incident
happens, by implementing policies and increasing awareness. Response is attempting to stop the cyber
incident or a data breach. Recovery, and sometimes Mitigation, are after the cyber incident and involve
restoring networks, replacing damaged equipment, and eliminating vulnerabilities that allowed the
breach.?*®

Cvber Attacks

Some cyber incidents are cyber-attacks, meaning they have a malicious intent. The most significant risk
for exposure to attack stems from human error. Any computer system that is accessible from the Internet
is a potential target. The goal of a cyber-attack is the theft of proprietary, personal, or financial
information, Additionally, cyber warfare and cyber espionage, carried out by other nation states, are
possible goals in today’s society.??’

There are three levels of cyber-attacks: unstructured, structured, and highly structured.

Unstructured attacks have little to no organization and no significant funding. These are usually carried
out by amateurs who use pre-made tocls to take advantiage of well-known flaws, These pre-made tools
are easily downloadable from the Internet. These attacks are the most commeon type of threat but they
are alsa easily spotted by network security, 228

Structured attacks involve more organization and planning and have decent financial backing. These
attacks also have specific targets and are intended to disrupt cperations to a specific organization or
sectar. Additionally, these attacks are conducted over long periods of time tc avoid detection. The impacts
from a structured attack can range from minimal to significant. Potential perpetrators include insider
threats, like a disgruntled employee; industrial competitors, like rivals stealing company secrets;
organized crime groups, like Columbian drug traffickers; hacktivists motivated by a specific cause, like
Anonymous; or blackmail and ransom hackers, using extortion to receive money.*?®

Highly structured attacks involve extensive organization, planning and funding. Attackers conduct
reconnaissance and then use multiple attacks to achieve their goal. Sometimes these attacks even include

¥ FEMA, (2016), Community Preparedness for Cyber Incidents MGT 384 (Version 1.1). Page 1.25

25 FEMA, (2016). Essentials of Community Cybersecurity AWR 136. Page 2.4

228 LEMA. (2016), Community Preparedness for Cyber Incidents MGT 384 (Version 1.1). Page 2.29 - 2.31
227 FEMA. (2016). Essentials of Community Cybersecurity AWR 136, Page 1,12

228 EEMA, (20163, Essentials of Community Cybersecurity AWR 136. Page 2.7 - 2.13

229 FEMA. (2016). Essentials of Community Cybersecurity AWR 136, Page 2.14 - 2.23
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physical attacks along with a cyber-atiack. Possible attackers conducting highly structured attacks include
ideclogical groups, cyber terrorists, and nation states.”?

Malware

Cyber-attacks are conducted using different types of malware, Malware is mafliclous software that can
infect a computer or network and cause harm, Malware can destroy all data, damage networks, or steal
information. Malware must be introduced to a computer or network using methods such as removable
media, phishing, and drive by downloads. This can be completed using tools such as a virus, worm, trojan,
or adware.

A Virus spreads malicious code by copying itself and infecting host computers through downloads, email
attachments, or removable media. The virus then corrupts or deletes data on your computer or erases
the hard drive.

A 'Worm is a malicious computer program that replicates itself to spread to other computers. it relies on
security failures and utilizes the computer network to spread itself. Worms can cause harm to the
network, consume bandwidth, install backdoors (for access later), and allow the creation of botnets.

A Trojan is a malicious program that is disguised as legitimate software. It locks useful to an unsuspecting
user but is actually harmful when executed. After installed, the trojan waits silently on the Infected
machinge and invisibly carries out its misdeeds with remote administration capabilities. Trojans can control
the mouse and keyboard, format drives, log keystrokes, play sounds, record sound and video, and use the
Internet connection to perform Denial of Service attacks. 232

Methods

Attackers use several methods to complete their goals. The following will be discussed here: social
engineering, batnets, Denial of Service {DoS), Zero day exploits, Web-based, malicious insider, and
unintentional actions or errors.

Social engineering is a very common method to conduct attacks that invelves manipulating legitimate
users and convincing them to perform actions or give confidential information using email, phone, in
person encounters, dumpster diving, or insider threats. People are often the weakest link in the cyber
security chain and social engineering takes advantage of that, There are several types of social engineering
but phishing is one of the most common. Phishing is when an attacker sends an email that appears to
originate from a legitimate source, such as a bank, advising that verification of account information is
needed immediately to prevent serious consequences, The email usually contains a link to a fraudulent
website with a form for customers to enter their information. Similarly, spear phishing is when an attacker
sends a phishing email to a specific organization or person. Whaling is when attackers attempt to spear
phish a high priority target, such as a CEQ.”*

Botnets are another method to conduct an attack. A “bot” is malware that allows attackers to take control
of the computer. A “botnet” then, is a robot network of infected computers used to conduct malicious

20 FEMA. (2016). Essentials of Community Cybersecurity AWR 136. Page 2.23

231 FEpA. (2016). Essentials of Community Cybersecurity AWR 136, Paga 2.10-2.12
B2 EEMA, {2016), Essentials of Community Cybersecurity AWR 136. Page 2.32 - 2,33
23 FEMA, (2016). Essentials of Community Cybersecurity AWR 136. Page 2,38 - 2,40
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activities. A botnet is created when one bot infects several computers and then networks them together,
Botnets can be used for Denial of Service attacks, malware distribution, and covert intelligence gathering.
Owners of computers that are part of a botnet often have no idea their computer has been compromised.
A botnet can include thousands or millions of bots and may remain quietly operationa! for years. This
method is successful because it distributes the activities to several computers, making it more difficult to
track and block.®

Denial of Service attacks are simply what they sound like, the attackers attempt to prevent Iegitimate'
users from accessing information or services of a computer system or network by overwhelming the
system with more traffic than it can handle. When you type an address into your web browser, you are
sending a request to that site’s computer server to view the page. The server can only process a certain
number of requests at one time, so when it is overloaded, the website does not work. A Denial of Service
{DoS) attack occurs when an attacker overwhelms the server with false requests so that the server cannot
process the legitimate requests. A Distributed DoS or DDoS attack occurs when attackers use multiple
computers and multiple Internet connections to conduct the attack, This greatly increases the magnitude
of false requests that can be sent, meaning a larger DDoS attack, Attackers sometimes use botnets, as
discussed above, to carry out DDoS attacks. These types of attacks can be used against a wide variety of
targets, from retail websites to nation states.?®

A Zero Day Exploit is an attack that takes advantage of a security risk on the same day that the risk
becomes known to the public, Because there is no known solution to the risk yet, attackers are able 1o
conduct attacks without being stopped. These exploits can be purchased from those who find these
security risks and choose not to report 1o them to the company, but rather sell the information to would-
be attackers. Attacks such as these have been used to target programs like Microsoft Word, PowerPoint,
Excel, Adobe, and Flash Player,2®

Web-based attacks involve websites redirecting the browser to a malicious website where malicious
software downloads to the computer. These attacks are known as drive by downloads and involve
malicious code downloading in the background of a computer just from visiting a certain site, without
clicking on anything, These attacks require no action from the target and they often have no idea their
computer has been infected.

Another method is to use a Malicious Insider to conduct an attack. A malicious insider is a person with
special advantage, influence, or proprietary knowledge, and uses it for malicious intent. These could be
current or former employees, or even contractors or vendors. Malicious insiders risk the theft of
confidential information and the sabotage of systerns.

As stated earlier, humans are the weakest link in cyber security. Unintentional actions or errors can
provide an opportunity for attackers to steal information and gain unauthorized access. For example,
unintentional acts or failures directly compromise the security of a computer network or a resource

4 FEMA. (2016). Essentials of Community Cvbersecurity AWR 136, Page 1,34 - 1,35

235 FEMA. (2016). Essentials of Community Cybersecurity AWR 136. Page 2.20; FEMA, {2018), Community
Preparedness for Cyber Incidents MGT 384 (Version 1.1). Page 2.36 - 2.37

235 FEMA. (2016). Essentials of Community Cybersecurity AWR 136, Page 2.22
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dependent on the network, This includes not properly updating software or a network and the failure to
remove or change system permissions after personnel changes.”’

Vulnerabilities

Because ouréociety is increasingly reliant upon cyber technology and the Internet, new vulnerabilities are
presenting themselves. There are vulnerabilities at the personal, local and national scale. For example, an
individual person may have their identity stolen, Additionally, hackers may take a local 911 system offline
for an extended period of time. Finally, there could be a multi-state power outage or a hack of a large
company that affects many across the nation, such as the Yahoo or Target breaches,

More specifically, critical infrastructure often relies upon cyber technolegy and the Internet, making
critical infrastructure vulnerable to cyber incidents, Additicnally, many critical infrastructure systems are
interconnected, so even if a particular critical sector is not reliant upon cybertechnology, it may be reliant
upon a critical sector that is reliant upon cyber technology. These pessible cascading impacts are very
important to consider when planning for hazard mitigation. This can be complicated though, as not all
critical infrastructure sectors are controlled by the government, some include privately owned companies,
like a privaie energy company, financial institution, or hospital. Sometimes the priorities of privately
owned organizations differ from those of the government. For example, while the government is
concerned with protecting all critical infrastructure from cyber-attacks, these privately owned
organizations may he mare concerned with profits or public reputation. Furthermore, the
interconnectivity of sectors expands the scope from one geographical area to large regional areas that
likely cross political jurisdictions, making planning more complicated.?®

Anothervulnerability is that the Internet was designed with efficiency and access concerns, not specifically
with security considerations. Now that cyber technology and Internet capahilities have expanded,
vuinerabilities are appearing. For example, many critical infrastructure systems are controiled remotely
using systems called Supervisory Control and Data Acquisition (SCADA) or Distributed Control Systems
(DCS), These systems are used to manipulate functions and services of systems remotely so people do not
have to deploy to sites in the field where equipment is located, but can instead alter systems, like adjusting
pressure or flow, from their offices.”® This is a concern because these sysiems can be hacked and
controlled by enemies.

SHODAN is a search engine to find internet connected devices, From 2012 to 2014, a research project to
increase awareness of the vulnerabilities, Project SHINE, attempted to find SCADA and DCS systems. The
project found hundreds of thousands of SCADA and DCS devices and systems. When the project ended in
2014, it wasn’t because they had found all the devices, it was because they saw no end in sight with
hundreds and sometimes thousands of devices heing added every day.

Some of these devices and connections are not secure, meaning they can be hacked. Policies and
procedures need to be adopted by all critical infrastructure sectors using Internet connected devices.
Many times owners keep the default username and password, which are very easy to hack. The Project
SHINE report concluded that critical infrastructure and cyber security professionals must not continue to

57 FEMA. (2016}, Community Preparedness for Cyber fncidents MGT 384 {Version 1.1}, Page 2.40 -~ 2.43
38 FEMA. (2016). Essentials of Community Cybersecurity AWR 136, Page 1.15~1.16
239 FEMA. {2016). Essentiols of Community Cybersecurity AWR 136, Page 1.12
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also has the Internet Crime Complaint Center o report cyber crimes and the Cyber Action Team which
provides rapid incident response for major computer intrusions and other cyber related emergencies.

Infraguard is a partnership between the FBI and the private sector to share information and intelligence
to prevent hostile acts against the US, Florida has several chapters including Jacksonville, Orlando, South
Florida, Tallahassee, and Tampa Bay.2*®

Individuals can report identify theft to the Federal Trade Commission here: htips://www.ftc.gov/.

The National Cyber Security Alliance has created the StaySafeCnline.org website with resources for
individuals and businesses,>°

NetSmartz is a resource for children to learn about different types of cyber crime and cybersecurity. >

Frequency

This hazard was determined to occur annually, giving it a Frequency ranking of Very Likely.

Magnitude

This hazards injuries and Deaths Magnitude was determined to be High, meaning any deaths are recorded.

This hazards Infrastructure Magnitude was determined to be Medium, meaning significant damage to
property occurs,

This hazards Envircnment Magnitude was determined to be Low, meaning little to no damage to the
environment occurs.

2. Geographic Areas Affected by Cyber Incidents

Because cyber incidents occur in “cyber space,” there are not always geographic areas affected by cyber
incidents. However, cyber incidents may cause physical disruptions in eritical infrastructure, which could
affect a jurisdiction or a power grid. It is important to note that power grids are vast, sometimes crossing
state lines, meaning that a cyber incident at one facility at one location could cause disruptions at other
locations hundreds of miles away.

3. Historical Occurrences of Cyber Incidents

Table 56: Florida Historical Ocecurrences, Cyber Incidents, 2007-2017

2007 Estonia Dispute regarding the movement of a Russian statute led to a cyber-attack
that crippled websites for government services, banks, media cutlets, etc.
(FEMA AWR 136-22)

2010 Iran US agents introduced Stuxnet, a worm, to Iranian industrial sites including a
uranium enrichment facitity, The worm caused subtle increases in pressure

% infraguard.org
=0 staysafeonline.arg
1 netsmartz.org
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9. Overall Vulnerability

Each category was given a number and when all 5 categories are added together, the overall
vulnerability is a number between 5 and 15.

Based on the Frequency, Probability, and Magnitude summary, the Overall Vulnerability of this hazard

was determined to be High, with a score of 12,
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3. Historical Occurrences of Hazardous Materials Incidents

Table 57: Florida Historical Occurrences, Hazardous Material Incidents, 2009-2017

December 15,
2009

| established between EPA, USCG, DEP, County EMA, DOI and the RP. Response efforts

Apbroximately 1,000 gallons of sodium hydroxide was released from a faulty gasket
on a pipeline connected to an above ground storage tank at the liquid transfer facility
in 5t. Marks, Florida. The product flowed to an adjacent tidal creek before ultimately
yeleasing some of the product into the St. Marks River. A Unified Command was

included stabilizing the leaking gasket, sampling the impacted water bodies,
conducting water patrols to ensure endangered/threatened species did not enter the
area (e.g., manatees, birds, and alligators), damming up the tidal creek and pumping
out the majority of the contaminated water (ph12+) from the tidal creek. The
contaminated water was transferred to a containment area and was properly treated
and disposed of.

May 9, 2009

An east coast rafiway train consisting of 22 rail cars and 2 locomotives derailed in Palm
Coast, Florida. One rail car containing hydrochloric acid (HCL) was breached, resulting
in HCL being released into the environment. Response operations concentrated on
providing air-monitoring support for worker safety, as well as ensuring the off-loading
procedures were conducted in a safe manner.

May 31, 2011

The DEP's Bureau of Emergency Response reported a mercury spill in a residential
house in Tampa, Florida. DEP personnel observed at least two ounces of visible
mercury within the residence. Mercury vapor readings with windows open in two
rooms were 43,000 ng/m3 and 47,000 ng/m3 respectively (Lumex readings). Based on
the readings, DEP advised the owners and their children to relocate until the hazards
could be mitigated. The source of mercury is unknown and was discovered during
home renovation activities.

lanuary 11,
2012

Exposure to an unknown substance on a forest service road overcame iwo nearby
community members, The Lake County HazMat Team conducted field screening of
material and identified formaldehyde as a constituent,

July 22, 2012

Kinder Morgan {Central Florida Pipeline) had an ongoing release of refined petroleum
product from a 10 inch pipeline. Kinder Morgan shut off the pipeline and responded
with state and local response agencies to locate the source and evaluate extent of
impact. It was determined that the pipeline failed in a drainage ditch full of water. The
ditch flows into a nearby creek which discharges into Tampa Bypass Canal and then
inte McKay Bay. Kinder Morgan estimated 750 barrels of refined product were
released. About two miles of the creek, which includes ditches, creek, ponds, and
wetlands were impacted.
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January 28, A train derailment in McDavid, Florida resulted in railcars containing phosphoric acid
2014 submerging in Fletcher Creek. There were no reported injuries or fatalities, A total of
four railcars with 96% concentration phosphoric acid were deraiied, at least one was
leaking into the creek. Each railcar contained 12,000 gallons.

September A tanker truck containing 8,000 gallons of petroleum products overturned on
23, 2016 Interstate 75 in North Port, Florida. Both shoulders of the interstate were affected as
weil as nearby wetlands. FDEP, Sarasota County HazMat, and Charlotte County Fire
Rescue responded,

April 3,2017 | A collision between two trains resulted in the release of approximately 7,400 galfons
of diesel fuel and 77 gallons of battery acid.

4. Probability of Future Hazardous Materials Incidents

Major disasters like that in Bhopal, India, in December 1984, which resulted in 2,000 deaths and over
200,000 injuries, are rare. Reports of hazardous material spills and releases, however, are increasingly
commonplace. Thousands of new chemicals are developed each year and transported domestically and
internationally creating the risk for accidents and spiils.

Major chemicals spills can occur at any facility that produces, uses, or stores chemicals. These include
chemical manifesting plants, laboratories, shipyards, railroad yards, warehouses, or chemical disposal
areas. lilegal dumpsites can appear anywhere. Accidents involving the transportation of hazardous
materials can occur at any time and severely impact the affected community. Recent evidence shows
that hazardous matevrials incidents may be the most significant threat facing local jurisdictions.

This hazard was determined to occur annually, giving it a Probability of Very Likely.

5. Hazardous Materials Incident Impact Analysis

e Public
o Loss of life ar injury from contamination.
o Diseases may be exacerbated.
s Responders
o Loss of life or injury from contamination, explosions, cleanup and destruction.
o Diseases.
o Cleanup and destruction at waste sites and incident sites.
s Continujty of Qperations ({including continued delivery of services
o Lost material, such as gas, is unusable and could lead to shortages and price increases.
» Property, Facilities, Infrastruciure
o Damage due to excavation and removal of soil and watet.
o Inability to rebuild in affected areas.
o Services could be closed or blocked due to the contaminant.
= Roads
" Trains
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= Airplanes
*  PBridges
= Waterways
o Long term contamination at hazardous waste sites.
¢ Environment
o Death orillness to pets or wildlife near the spill.
Damage to plants and wildlife.

o Airborne issues such as toxic fumes, gases or vapors caused by chemicals.
© Water contamination.

o Soll contamination.

o Loss of critical or endangered species.

o Pollution.

* Economic Condition

© Business closures may lead to lost revenue and wages.
o Loss of tourism and income.
o Loss of product.
o Cost of cleanup and restoration.
s Public Confidence in Jurisdiction’s Governance

o If the government doesn’t communicate with the public, fear could ensue, leading to a

fear of the government.

o [Ifcleanup is slow, the public could believe the government doesn’t know how to properly

clean it up or that the accident was malicious.

6. 2018 LMS Integration

The following counties profile hazardous materials:

e Brevard
e Broward
s Calhoun
¢ Charlotte
* (Citrus

s (lay

s DeSoto

s Dixie

e Duval

e Escambia

* Flagler
e Glades
o Gulf
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¢ Hamilton

¢ Hendry

¢ Hernando

e Highlands

e Hiilshorough
¢ Indian River

* Jackson
o Lee

e leon

e levy

¢ Manatee
* Marion

* Martin

+* Miami-Dade
e Nassau

* Qrange

¢ Osceola

¢ Palm Beach

s Pasco

+ Pinellas
» Polk

s Putnam

s  Seminole

s St Johns
» 5t Lucie
e Sumter
» Taylor

e Volusia
s  Wakulla
e Walton

e Washington

7. Vulnerability Analysis and Estimated Losses by Jurisdiction

Major HazMat incidents can occur at any faclility that produces, uses, or stores hazardous materials. These
include chemical manifesting plants, laboratories, shipyards, railroad yards, warehouses, or chemical
disposal areas. lllegal dumpsites can appear anywhere. Accidents involving the transportation of
hazardous materials can occur at any time and severely impact the affected community. The entire State
of Florida is vulnerable to HazMat Incidents.

Florida Division of Emergency Management 337




RISK ASSESSMENT SECTION 2018 SHMP

8. Vulnerability Analysis and Estimated Losses of State Facilities

Hazardous Materials Incidents can, and do, occur anywhere and at any time. In most cases, they do not
result in serious impacts to state facilities. However, staie facilities that store or handie hazardous
chemicals listed in the SARA Title lli Superfund Amendments and Reauthorization Act are most vulnerable.

9. Overall Vulnerability

Each category was given a number and when all 5 categories are added together, the overall
vulnerability is a number beiween 5 and 15,

Based on the Frequency, Probability, and Magnitude summary, the Overall Vulnerability of this hazard
was determined to be Medium, with a score of 12,
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Space Weather Hazard Profile

1. Space Weather Description and Background Information

Space Weather is a broad term used to describe atmospheric events that have the potential to adversely
affect conditions on Earth. Space Weather events are caused by the interaction of Earth with emissions
from the Sun. There are two causes of space weather events, coronal mass ejections (CMEs) and solar
flares, which are different incidents that occur on the Sun. CMEs and solar flares can cause three different
types of space weather events on Earth, Geomagnetic Storms, Solar Radiation Storms, and Radio
Biackouts.

When Space Weather does interact with the Earth and its magnetic field, the technology on Earth can be
disrupted, including that which operates critical infrastructure. For example, communications networks,
satellite and airline operations, navigation systems, and the electric power grid could be disrupted,
causing severe probiems and damage.

According to the National Space Weather Strategy, published in October 2015, space weather poses a
significant risk to the security of our country, including infrastructure and the economy, This is because
our nation is becorming mare and more dependent on technology and the failure of one critical
infrastructure facility or system could lead to failures in many other systems,?®

The Space Weather Operations, Research and Mitigation (SWORM) Task Force was created in 2014 with
the goal of uniting the national and homeland security field with the science and technology industry to
formulate a cohesive vision to enhance national preparedness for space weather. The SWORM Task Force
created two documents, the Space Weather Strategy and the Space Weather Action Plan,®! to guide
federal leve! actions to achieve the goal. Both documents build on recent efforts to reduce risls associated
with natural hazards and improve resilience of essential facitities and systems. The Strategy contains goals
and objectives and the Action Plan contains measurable actions to take to improve preparedness and
resilience, '

Causes

As stated before, Space Weather events are caused by two types of incidents on the surface of the Sun.
These will be discussed below.

Coronal Mass Ejections

Coronal Mass Ejections (CMEs) are large eruptions of plasma and magnetic field structures in the Sun’s
atmosphere, which then travel through space at millions of miles per hour, eventually reaching Earth and
affecting Earth’s own magnetic field. When CMEs erupt from active regions on the Sun, they are aften
accompanied by large solar flares.

0 National Space Weather Strategy, National Science and Technology Councll, October 2015
2L National Space Weather Action Plan, Nationat Science and Technology Council, October 2015
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frequency radic navigation disrupted, and aurora has been seen as low
as Alabama and northern California {typlcally A5° geomagnetic fat.).

G3

Strong

Power systems: Voltage corrections may be required, false alarms
triggered on some protection devices.

Spacecraft operations: Surface charging may occur on satellite
components, drag may Increase on low-Earth-orbit satefiites, and
corrections may be needed for orientation problems.

Other systems: Intermittent sateflite navigation and low-frequency radio
navigation problams may occur, HF radlo may ke intermittent, and
aurora has been seen as low as llinois and Oregon (typically 50°
geomagnetic Jat.).

200 per cycle
(130 days per
cycle}

G2

Moderate

Power systems: High-latitude power systems may experience voltage
alarms, long-duration storms may cause transformer damage.
Spacecraft operations: Corrective actions to orientation may be required
by ground controf; possible changes in drag affect orbit predictions.
Other systems: HF radio propagation can fade at higher latitudes, and
aurgra has been seen as low as New York and Idaho (typically 55°
geomagnetic lat.).

Kp=6 -

600 per cycle
{900 days per
cycle}

G1

Minor

Power systems: Weak power grid fluctuations can occur.
Spacecraft operations: Minor impact on satellite operations possible.

Other systems: Migratory animals are affected at this and higher levels;
aurora is cormmonly visible at high latitudes (northern Michigan and
Maine),

Kp=5

1700 per cycle
(900 days per
cycle)

2) Solar Radiation Storms

Solar Radiation Storms occur when there is a giant eruption from a sunspot region, causing large quantities
of charged particles, or plasma, to accelerate through space and cover the near-Earth satellite
environment with high-energy particles. These storms occur about 30 minutes to several hours after a
solar flare and they can last from a few hours to a few days. Sometimes these storms can penetrate down
to the Earth’s surface.

Solar Radiation staorms cause the loss of High Frequency {HF) radio communications in the polar region.
Because of the increase in radiation, astronauts, as well as passengers and crew In aircraft at high altitudes
and latitudes, are at risk of increased radiation exposure. Additionally, these storms can cause navigation
position errors and damage to satellite systems.

Solar Radiation Storms are measured on a scale from S1: Minor to S5: Extreme. The chart below from
NOAA describes the effects and frequency in detail.

Table 59; Solar Radiation Storm Scale

. Scale

Destription

o -'IE:ﬁe';t :

-] .- Physical
_measure

Average. -
Frequency -

$5

Extreme

Biological: Unavoldable high radiation hazard to astronauts on EVA
{extra-vehicular activity); passengers and crew In high-flying aircraft at
high latitudes may be exposed to radiation risk.

Satellite operations: Satellites may be rendered useless, memory impacts
can cause loss of control, may cause serious noise in image data, star-
trackers may be unable to locate sources; permanent damage to solar
panels possible.

Other systems: Complete blackout of HF (high frequency)
communications pessible through the polar regions, and position ervors
make navigation operations extremely difficult.

10°5

Fewer than 1 per
cycle
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Biclogical: Unavacldable radiation hazard to astronauts on EVA;
passengers and crew in high-flying aircraft at high latitudes may be
exposed to radiation risk.

Satellite operations: May experience memory device problems and noise 1004
on imaging systems; star-tracker problems may cause orientation
problems, and solar panel efficiency can be degraded.

Other systems: Blackout of HF radio communications through the polar
reglons and increased navigation errors over several days are likely.

S4 Severe 3 per cycle

Blological: Radiation hazard avoidance recommended for astronauts on
EVA; passengers and crew in high-flying aircraft at high latitudes may be
exposed to radiation risk.

53 Strong Satellite operations: Single-event upsets, noise in imaging systems, and 10°3 10 per cycle
slight reduction of efficiency in solar panel are [lkely.

Other systems: Degraded HF radic propagation through the polar regions
and navigation position errors likely.

Biological: Passengers and crew in high-flying aircraft at high latitudes
may be exposed to elevated radiation risk.

s2 Moderate Satellite operations: Infrequent single-event upsets possible. 0m2 25 per cycle
Other systems: Small effects on HF propagation through the polar regions
and navigation at polar cap locations possibly affected,

Biological: None.

s1 Minor Satellite operations: None, 10 50 per cycle
Dther systems: Minor impacts on HF radlo in the polar regions.

3) Radio Blackouts

Radio Blackouts are caused by the bursts of x-rays and ultra-violet radiation from solar flares. These x-ray
and ultra-violet ray emissions that come along with soiar flares ionize (by increasing electron densities)
the sunlit side of the Earth, which increases the amount of energy lost as radio waves pass through the
region. These biackouts are the fastest and among the most common of Space Weather events to affect
Earth. Earth is impacted after about 8 minutes because the x-rays travel at the speed of light and it takes
about 8 minutes for the light from the Sun to reach the Earth. This makes advance warning for these
events difficult. These blackouts usually last for several minutes, but can last up to a few hours,

High Frequency (HF) communications ranging from 3 to 30 MHz can be disrupted by solar flares. Very High
Frequency (VHF) communications range from 30 to 300 MHz can be faded or have diminished reception
because of solar flares. Similar to Solar Radiation Storms, Radio Blackouts affect HF and VHF
communications, polar-regions, and the sunlit side of the Earth, with impacts are being primarily felt by
aviation and marine industries.

Radio Blackouts are measured from R1: Minor to R5: Extreme. The chart below from NOAA describes the
effects and frequency in detail.

Table 60: Radio Blackout Scale

.. Dascription” .

HF Radio: Complete HF {high frequency) radio blackout on the entire
sunlit side of the Earth lasting for 8 number of hours, This results in no HF

RS Extrema radio contact with mariners and en route aviators in this sector. X20 Lessthan 1 per

Navlgation: Low-frequency navigation signals used by maritime and cycle
general aviation systems experience outages on the sunlit side of the
Earth for many hours, causing loss in positioning. Increased satellite
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navigation errors in positioning for several hours on the sunlit side of

Earth, which may spread into the night side.

HF Radio: HF radio communication blackout on most of the sunlit side of

Earth for one to two hours. HF radlc contact lost during this time, 8 per cycle (8
R4 Severe Navigatlon: Quiages of low-frequency navigation signals cause increased X10 days per cycle)

error in positioning for one to two hours. Minor disruptions of satellite

navigation possible on the sunlit side of Earth.

HF Radio: Wide area blackout of HF radio communication, loss of radio

contact for about an hour on sunlit side of Earth 175 per cycle
R3 Strong o R ’ X1 {140 days per

Navigation: Low-frequency navigation signals degraded fer abcut an cycle]

hour.

HF Radio: Limited blackout of HF radio communication on sunlit side, loss

of radio contact for tens of minutes 350 per cycle
R2 Moderate ) - ) M5 {300 days per -

Navigation: Degradation of low-frequency navigaticn signals for tens of cycle)

minhutes.

HF Radio: Weak or minor degradation of HF radio communication on

sunlit side, occasional loss of radio contact 2000 per cycle
R1 Minor ! ) M1 {950 days per

Navigatlon: Low-frequency navigation signals degraded for brief cycle)

Intervals,

Protection

Earth’s magnetosphere, ionosphere, and atmosphere protect us from the most hazardous effects of Space
Weather. However, the amount of protection from Space Weather events depends on the location of
impact. The polar-regions are most affected because the magnetic field lines at the poles extend vertically
downwards, allowing particles to spiral down the field lines and penetrate the atmosphere, increasing
jonization. Extrermne storms can produce disruptive and potentially damaging effects to medium and low
Earth orbit satellites and lower mid-latitude terrestrial electric grids. Both satellite communications and
ground-based utilities have mitigation measures that can be activated, such as temporarily ceasing non-
essential maintenance operaticns, reducing the load on vulnerable equipment, increasing reactive reserve
power and taking steps to maximize system reliability.

Forecasting

Space Weather can be predicted and forecasted. There are three levels of alerts that can be sent out for
Space Weather: a Watch, a Warning, and an Alert.

A Watch is when the risk of a potentially hazardous Space Weather event has increased significantly, but
its occurrence or timing is still uncertain, A Space Weather Watch is intended to provide enough advance
notice, usually a few hours or days, for protection plans to be implemented.

Warnings are sent out when a significant space weather event is occurring, imminent, or likely. These
alerts are short term and there is a high confidence of occurrence. The Warning is intended to give a lead
time of a few minutes to a few hours.

An Alert is sent out to indicate observed conditions, usually after a Warning has been sent out, to inform
that a Space Weather event has already started.
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March 1989 A very powerful Geomagnetic Sterm led to a major blackout in Canada, which left
6 million people without electricity for 9 hours. The storm disrupted electric
power transmission from a generating station in Quebec and damaged power
transfarmers in New lersey,

October and The Halloween geomagnetic storms were the strongest since March 1989. Both
November 2003 terrestrial electric utilities, aviation and spacecraft operations were affected by
storms, but most were recoverable without incident, Temporary blackouts were
reported in northern Europe. The November 20" storm also caused blackouts in
northern Europe and South Africa. Several high-voltage transformers were
damaged or destroyed in South Africa,

December 2005 X-rays from a solar storm disrupted satellite to ground communications and global
positioning systems (GPS) navigation systems for 10 minutes.

4. Probability of Future Space Weather

Power outages due to Space Weather are rare; however, significant effects could accur,

The entire State of Florida and its population and infrastructure is susceptible to solar storms; howaver,
the effect that minor solar events could have on the public, property, environment, and operations would
be minimal. If a rare, major solar storm were to occur, there couid be a much larger impact on the
population, property, and operations. However, the environmant would stilf not be affected.

This hazard was determined to occur about every 5-10 years, giving it a Frequency ranking of Likely,

Geomagnetic Storms

The frequency of Geomagnetic Storms depends on where Earth is in the average 11-year solar cycle, with
most storms occurring around the solar maximum. The current solar cycle (cycle 24} maximum occurred
from early 2012 ta late 2014, These storms are also commaon in the declining phase, due to an increase in
solar wind speeds. However, severe space weather can be observed at any time during the solar cycle.

Additionally, a CME may intensify a geomagnetic storm as it approaches the Earth, With sufficient time, a
CME with a southward oriented magnetic field will cause geomagnetic storming by compressing and
agitating the Earth’s magnetic field. Weak sub-storm to strong storming is common with hundreds of
occurrences per sofar cycle, less than 10-year long-term occurrence rates.

Storm intensity can also be measured in Disturbance storm time {Dst) with greater intensity represented
by a more negative Dst value. Geomagnetic storms that cause the most significant disruptions and damage
have Dst values of more than -300 nT*¢, which may occur on Earth about 4 days per solar cycle. This
means the probability of a storm with a Dst intensity value of about -450 nT occurs about once per solar
cycle. A storm with an intensity similar to the March 1989 Great Storm may occur about one every 60
years, or about once per five solar cycles. Larger geomagnetic storms with intensities similar to the
Carrington Event are rare and may occur about once every 250 years or more.

88 nanotesla, unit of measurement
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